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2. M3 tnneling iudniafilatuunsnarswszmmnzaniumsdsansszning
Lﬂ%E)‘ZhEI IPv6 Bj’lul,ﬂ%a?i’lil 1Pv4 mséqﬁamﬁﬂ@ﬁﬂams encapsulate IPv6 packet melu IPv4
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3. M3 translation M5 translation A28 lUMSAREITTEININASDINE TPV LA
IPv4 AHAMSM translation NFBLUU LUULSNADMNS mJa‘?i end host IGIEIL‘I?\;N translator function
L‘qulﬂﬂblu protocol stack Iﬂﬂaﬁﬁlaéﬁ network layer, TCP layer, %38 socket layer ?116;’ LLUU“?{E{EN
Aamsuuadl network device Tagazaasly gateway vhvniiiy Pv6-1Pv4 uaz TPv4-TPv6
translator agj*?l'mqaaﬂﬁﬁﬂﬁlﬁaw{aiwiwLﬂ%a?hﬂ IPv6 Way IPv4

ﬁgﬁrﬁéﬁmﬂmsﬂ%'uLﬂ?\'ﬂma%aaugsfﬁ date3ameaume naneme wazlarams
iy 1Pve Mavue 1naansavhmsaaasleslslnslanea 1Pve Taanss FasEanmsaass
é’ﬂwm:ﬁiw native IPv6 network

Tuunanuilazieuatieanunsm wnneling Fududiineuazionriiusgng
uwsviane anmadlasnansan native IPv6 network loua lusiiiunasSun/asumsasan
109 e isuaUSuasuedasiiiiy wanel iy

fafinaaiilumsi tunneling {iAa 1Pv4 (Public), IPv6 #1350291027n HURRICANE
ELECTRIC INTERNET SERVICE hitp://tunnelbroker.net/, 03832z Tunnel (luunamna
1?;’ Linux)

1. §NAs2elaUSMsvaneLay IPv6 9 hitp://tunnelbroker.net/register.php

HE.net IPv6 Tunnel Broker Registration

After successfully completing registration, an email will be sent to the listed email address with
your account password.

* = Required Information

* Account Mame:

= Email:

* First Mame:

# Last Mame:

Company Mame:
= Country: | Select One B

* Address:

= City:

* State/Region:

= 7IP/Postal Code:

* Phone:

[1 1 have read and agreed to the Terms and Services
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IP Server ‘ZIENLV’]%'EN tunnel

Client IPv6 Address:2001:470:1f06:15f4::2/64

IP Server ‘ZIENLV’]%'EN tunnel

Anycasted IPv6 Caching Nameserver:2001:470:20::2
Name Server @4 he.net

Anycasted IPv4 Caching Nameserver:74.82.42.42

Name Server 28N he.net

Routed /64: 2001:470:24:475::/64

WiNLaY TPv6 MlASUAIN he.net
Routed /48:

WY TPv6 Mlasuan he.net lunsuusnazlulaluaiuil seaenslvasn Assign
/ 48
rDNS Delegated NS1:
rDNS Delegated NS2:

Reverse DNS lushuilsnsnsauiin DNS 2o la Tagnsadn Edit waansen DNS
aelUuarnan Save

IPwG Tunnel Example Configurations

[ el ID: 140592
[ creation Date:

Drelete Tunmel
Mowe 28, 2011

[ Descripton: MY IFwE
IR Access: Unbilock

IPv5G Tunnel Endpoints

[ server 1Pv4 Address: 74.82.46.6

[ server IPwe address: 2001470234750 184

[ Client IPv4 address:
[ client IPve address:

202,29,
2001:470:23:475::2/a4

Available DMNS Resolvers

[ arvycasted IPve Caching Mameserver:
Arrycasted IPw4a Caching Mameserver:

200147002002
F4.82.42.42

Routed IPVG Prefixes
[ routed jed:
[ routed fa5:

200147024475 /e
2001470 fcfd: /48 [XK]

rDMNS Delegations

[ roMs Delegated MS1:
rOMS Delegated MS2:
roMs Delegated MS3:
roms Delegated MS<:
rOMS Delegated NSS!

Edit
ns.oas.ped.ac.
nsZ2.oas.psl.ac.
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7. idlela Script SmiuEaNnawa) ANP Server waIINTUINMS $U script 7ilown
WAZATINABUT Tunnel lagnasvauanvidadsanadds ifconfig
# ifconfig
he-ipv6 Link encap:IPv6-in-I1Pv4
inet6 addr: 2001:470:23:475::2/64 Scope:Global
inet6 addr: fe80::c0a8:9f0f/128 Scope:Link
UP POINTOPOINT RUNNING NOARP MTU:1480 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

8. TMMsNAFEUNENISOEHINABNY tunnel 284 he.net 1 aads ping6
# ping6 2001:470:23:475::11 -¢c 5
PING 2001:470:23:475::1(2001:470:23:475::1) 56 data bytes
64 bytes from 2001:470:23:475::1: icmp_seq=1 tt1=64 time=359 ms
64 bytes from 2001:470:23:475::1: icmp_seq=2 ttl=64 time=358 ms
64 bytes from 2001:470:23:475::1: icmp_seq=3 tt1=64 time=357 ms
64 bytes from 2001:470:23:475::1: icmp_seq=4 tt1=64 time=359 ms
64 bytes from 2001:470:23:475::1: icmp_seq=>5 tt1=64 time=358 ms
---2001:470:23:475::1 ping statistics ——-
5 packets transmitted, 5 received, 0% packet loss, time 9008 ms

rtt min/avg/max/mdev = 357.637/358.574/359.325/0.907 ms

9. ﬁ’lﬂ'\iﬂi?ﬁ]ﬂaﬂ'i'ltﬂ%}ﬂ\‘i tunnel mmmﬁwiaﬁ'u internet 1(;
NAFDUMILAH ping6
#ping6 www.kame.net -c 5
PING www.kame.net(2001:200:dff:fff1:216:3eff:feb1:44d7) 56 data bytes
64 bytes from 2001:200:dff:fff1:216:3eff:feb1:44d7: icmp_seq=1 ttlI=55 time=632 ms
64 bytes from 2001:200:dff:fff1:216:3eff:feb1:44d7: icmp_seq=2 ttlI=55 time=631 ms
64 bytes from 2001:200:dff:fff1:216:3eff:feb1:44d7: icmp_seq=3 ttlI=55 time=633 ms
64 bytes from 2001:200:dff:fff1:216:3eff:feb1:44d7: icmp_seq=4 ttlI=55 time=744 ms
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64 bytes from 2001:200:dff:fff1:216:3eff:feb1:44d7: icmp_seq=>5 ttI=55 time=966 ms
--- www.kame.net ping statistics ——-
5 packets transmitted, 5 received, 0% packet loss, time 9054ms

rtt min/avg/max/mdev = 613.692/671.977/966.593/104.607 ms

NAFBUMEBA traceroute6

#traceroute6 www.kame.net

traceroute to orange.kame.net (2001:200:dff:fff1:216:3eff:feb1:44d7) from
2001:470:23:475::2, 30 hops max, 16 byte packets

1 2001:470:23:475::1 (2001:470:23:475::1) 359.774 ms 360.252 ms 359.853 ms
2 gige-g2-3.corel.tyol.he.net (2001:470:0:118::1) 358.945 ms 357.589 ms 357.995
ms

3 10gigabitethernet3-3.corel.sjc2.he.net (2001:470:0:119::1) 484.919 ms 484.308
ms 487.962 ms

4 xe-0.equinix.snjsca04.us.bb.gin.ntt.net (2001:504:0:1::2914:1) 498.927 ms 493.739
ms 495.973 ms

5 as-0.r21.tokyjp01.jp.bb.gin.ntt.net (2001:218:0:2000::8a) 595.912 ms 595.236 ms
594.913 ms

6 ae-2.r24.tokyjpO1.jp.bb.gin.ntt.net (2001:218:0:2000::1ca) 596.932 ms 747.677 ms
597.932 ms

7 po-1.al5.tokyjpO1.jp.ra.gin.ntt.net (2001:218:0:6000::10e) 584.964 ms 584.395
ms 583.935 ms

8 ge-8-2.al5.tokyjp01.jp.ra.gin.ntt.net (2001:218:2000:5000::82) 603.974 ms 604.323
ms 604.95 ms

9 ve44.foundry6.otemachi.wide.ad.jp (2001:200:0:10::141) 603.977 ms 605.629 ms
604.973 ms

10 ve42.foundry4.nezu.wide.ad.jp (2001:200:0:11::66) 603.994 ms 604.875 ms 604.015
ms

11 cloud-netl.wide.ad.jp (2001:200:0:1c0a:218:8bff:fe43:d1d0) 604.875 ms 604.77
ms 604.963 ms

12 2001:200:dff:fff1:216:3eff:feb1:44d7 (2001:200:dff:fff1:216:3eff:feb1:44d7)
616.941 ms 617.108 ms 616.901 ms
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il tunnel anansafianaiy intemet naludiams set luia3as client s3nsaly 1Pve o
1. set IPv6 InfuM3saau etho onuitlasuan

Routed /64:2001:470:24:475::/64

Routed /48:2001:470:fcfd::/48

Tuditlisndan 1P 2001:470:fcfd::/48

ﬁmuﬂiﬁmgmauﬁ 1P iy 2001:470:fcfd:1::1/64

#ip -6 addr add 2001:470:fcfd:1::1/64 dev ethO

#ip -6 route add 2001:470:fcfd:1::/64 dev ethO

#ifconfig

ethO Link encap:Ethernet HWaddr 00:00:21:2f:cd:2e
inet addr:202.29.x.x Bcast:202.29.x.255 Mask:255.255.255.0
inet6 addr: fe80::200:21ff:fe2f:cd2e/64 Scope:Link
inet6 addr: 2001:470:fcfd:1::1/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:16068503 errors:0 dropped:0 overruns:8635 frame:0
TX packets:34924116 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1077855731 (1.0 GiB) TX bytes:3754651804 (3.4 GiB)

Glzﬂ?;, forward packet

/sbin/sysctl -w net.ipv6.conf.he-ipv6.forwarding=1

/sbin/sysctl -w net.ipv6.conf.default.forwarding=1

/sbin/sysctl -w net.ipv6.conf.all.forwarding=1

/sbin/sysctl -w net.ipv6.conf.ethO.forwarding=1

/sbin/sysctl -w net.ipv6.conf.lo.forwarding=1

2. fnealUsunsy radvd
wnly config TUsunsa radvd (/etc/radvd.conf)
interface  ethO
{
AdvSendAdvert on;
MinRtrAdvInterval 3;



150

MNIANNYUINI 71199 IPv6 Tunnel NU Hurricane Electric (he.net)

U9 wo 2UUN 0 NNTIAN-LNIBY WEEE

e < v ke
AN LBNIU

MaxRtrAdvInterval 10;
AdvHomeAgentFlag on;

prefix 2001:470:fcfd:1::/64
{

AdvOnLink on;
AdvAutonomous on;

AdvRouterAddr on;
b

route 2001:470:fcfd:1::1/64
{
AdvRoutePreference  high;
AdvRouteLifetime 3600;
b
b
mmasulusunsu radvd
1A394 Client
3. E;”ll,ﬁu windows xp Iﬂﬂ command promt ﬁmﬁ ipv6 install
C:\Documents and Settings\User>ipv6 install
Installing...
Succeeded.
C:\Documents and Settings\User>
ﬁuﬁ ipconfig
C:\Documents and Settings\epatt>ipconfig
Windows IP Configuration
Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :

IP Address. . . .........:192.168.x.x
Subnet Mask . . .........:255.255.255.0
IP Address. . .. ........:2001:470:fcfd:1:cd75:6961:b149:917b

IP Address. . .. ........:2001:470: fcfd:1:21c:fOff:feOb:bf8a
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IP Address. . .. ........:fe80::21c:fOff:feOb:bf8a%4
Default Gateway . ........:192.168.x.x

fe80::4261:86ftf:fe7c:fab9%4
Tunnel adapter Teredo Tunneling Pseudo-Interface:
Connection-specific DNS Suffix . :
IP Address. . .. ........: fe80:ffff:ffff:fffdo%5
Default Gateway . ........:
Tunnel adapter Automatic Tunneling Pseudo-Interface:
Connection-specific DNS Suffix . :
IP Address. . . .........:fe80::5efe:192.168.x.x%2
Default Gateway . ........:
C:\Documents and Settings\epatt>
§1MSU Windwos 7 4ae linux IN@DIRMW ipv6 install tws1z1a8 default 1a38ala¥MS enable
IPV6 DEWL
4. maauiwm‘%"m client mmam%aum'aﬁ’u tunnel 167 ﬂ&IW{ ping6
C:\Documents and Settings\epatt>ping6 2001:470:fcfd:1::1
Pinging 2001:470:fcfd:1::1
from 2001:470: fcfd:1:cd75:6961:b149:917b with 32 bytes of data:
Reply from 2001:470:fcfd:1::1: bytes=32 time=493ms
Reply from 2001:470:fcfd:1::1: bytes=32 time=493ms
Reply from 2001:470:fcfd:1::1: bytes=32 time=494ms
Reply from 2001:470:fcfd:1::1: bytes=32 time=493ms
Ping statistics for 2001:470:fcfd:1::1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 493ms, Maximum = 494ms, Average = 493ms

C:\Documents and Settings\epatt>

5. MMSNAFTDUNIAD internet
NAFUMYA ping6
C:\Documents and Settings\epatt>ping6 www.kame.net

Pinging orange.kame.net [2001:200:dff:fff1:216:3eff:feb1:44d7]
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from 2001:470:fa7b:1:cd75:6961:b149:917b with 32 bytes of data:
Reply from 2001:200:dff:fff1:216:3eff:feb1:44d7: bytes=32 time=393ms
Reply from 2001:200:dff:fff1:216:3eff:feb1:44d7: bytes=32 time=388ms
Reply from 2001:200:dff:fff1:216:3eff:feb1:44d7: bytes=32 time=388ms
Reply from 2001:200:dff:fff1:216:3eff:feb1:44d7: bytes=32 time=390ms
Ping statistics for 2001:200:dff:fff1:216:3eff:feb1:44d7:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 388ms, Maximum = 393ms, Average = 389ms

NATOUMEME traert6
C:\Documents and Settings\epatt>ping6 www.kame.net
Pinging orange.kame.net [2001:200:dff:fff1:216:3eff:feb1:44d7]
from 2001:470:fa7b:1:cd75:6961:b149:917b with 32 bytes of data:
Reply from 2001:200:dff:fff1:216:3eff:feb1:44d7: bytes=32 time=393ms
Reply from 2001:200:dff:fff1:216:3eff:feb1:44d7: bytes=32 time=388ms
Reply from 2001:200:dff:fff1:216:3eff:feb1:44d7: bytes=32 time=388ms
Reply from 2001:200:dff:fff1:216:3eff:feb1:44d7: bytes=32 time=390ms
Ping statistics for 2001:200:dff:fff1:216:3eff:feb1:44d7:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 388ms, Maximum = 393ms, Average = 389ms
ynegaumemsida web Ay ipv6 laemsida web hitp://ipv6-test.com/
maunsaiFannems 1Pvé la Hansnadavaziiuazy








